Web Applications Fundamentals

From URLs to HTTP to Security Headers - A Complete Guide

Introduction: Understanding the Web

Every day, billions of people interact with web applications-from social media to online banking, from e-commerce
to streaming services. But how does it all work? What happens when you type a URL and press Enter? How does

data travel between your browser and a server thousands of miles away?

This guide breaks down the fundamental building blocks of web applications in a way that's easy to understand,
using real-world analogies and practical examples. Whether you're a developer, security professional, or simply

curious about how the web works, you'll gain a solid foundation in web technologies.

The Planet Analogy: Visualizing Web Applications

Think of a web application as a planet. Astronauts (users) travel to this planet to explore its surface (web pages).
While astronauts only see the surface, there's an entire ecosystem working beneath-gravity, air, infrastructure.

Similarly, users interact with the visible front end, but there's a complex back end making everything work.
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Part 1: The Front End - What You See

The front end is everything users see and interact with in their browser. It's built with three core technologies:

HTML: The Building Blocks

HTML (Hypertext Markup Language) is the skeleton of a web page. It defines the structure and content.

Planet Analogy: HTML is like DNA-instructions for how simple organisms are assembled.

Real Example:

<html>
<head>
<title>My First Page</title>
</head>
<body>
<hl>Welcome!</hl>
<p>This is a paragraph.</p>
</body>
</html>

What this does:

* <html> - Wraps everything

* <head> - Contains metadata

« <title> - Sets browser tab title

* <body> - Contains visible content
* <hl> - Creates a heading

* <p> - Creates a paragraph

CSS: The Styling

CSS (Cascading Style Sheets) makes things look good. It controls colors, fonts, layouts, and animations.

Planet Analogy: CSS is the part of DNA that describes color, shape, size, and texture.

Real Example:
hl { color: blue;

font-size: 36px;
text-align: center; }
p { color: gray;

line-height: 1.6; }
This transforms plain text into:

* Blue, 36px, centered heading
* Gray paragraph text with comfortable line spacing
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JavaScript: The Intelligence

JavaScript adds interactivity and logic. It makes decisions, responds to user actions, and updates content dynamically.
Planet Analogy: JavaScript is the brain of an advanced organism, making decisions based on interactions.

Real Example:

<button onclick="displayMessage ()">Click Me!</button>

<script> function displayMessage ()

{ alert ('Hello! You clicked the button!'); }
</script>
JavaScript can:
* Validate form inputs before submission
* Load new content without refreshing the page
* Create animations and interactive effects

« Communicate with servers to fetch/send data

Part 2: The Back End - What You Don't See

The back end is everything that happens behind the scenes to make the application work.

Web Server: The Foundation

The web server receives requests from users and sends back responses (web pages, data, etc.).

Common web servers:
* Apache - Most popular, highly configurable
* Nginx - Fast, handles many concurrent connections

« IIS - Microsoft's web server for Windows

Planet Analogy: The roads that exist, enabling movement and communication.

Database: The Memory
Databases store, modify, and retrieve information-user accounts, preferences, posts, products, etc.

Types of databases:

* SQL (MySQL, PostgreSQL) - Structured, tabular data
* NoSQL (MongoDB) - Flexible, document-based
* In-memory (Redis) - Ultra-fast, temporary storage

Planet Analogy: Libraries, filing cabinets, maps-places where information is stored and retrieved.

WAF: The Shield

WAF (Web Application Firewall) filters dangerous requests before they reach the web server. It protects against:

* SQL Injection

* Cross-Site Scripting (XSS)
* DDoS attacks

* Malicious bots

Planet Analogy: The atmosphere protecting inhabitants from harmful UV rays.
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Part 3: URLs - Web Addresses Explained

URL (Uniform Resource Locator) is a web address that tells your browser exactly where to find a resource.

. v

htep:// @tryhackme.com:80/view-room?id=1#task3

Anatomy of a URL:

https://user:pass@example.com:443/path/page?query=valuefsection

1. Scheme (Protocol)

https:// - How to communicate

* HTTP - HyperText Transfer Protocol (unencrypted)
* HTTPS - HTTP Secure (encrypted with TLS/SSL)

* FTP - File Transfer Protocol
* WS/WSS - WebSocket (real-time communication)

Security: Always use HTTPS! It encrypts data between browser and server, preventing eavesdropping.

2. User Credentials (Rare)

user:pass@ - Authentication details

Danger! Putting credentials in URLSs is extremely insecure:

* Visible in browser history
* Logged in server logs
* Exposed in Referer headers

* Easily shoulder-surfed

3. Host/Domain

example.com - Which website

The domain is the most critical part! Examples:

* google.com
» amazon.co.uk

* tryhackme.com

Typosquatting Warning! Attackers register similar-looking domains:

* paypal.com (number 1 instead of L)
* micrOsoft.com (zero instead of O)
* gooogle.com (extra O)

Lavan Sivakumar | BSc in Cybersecurity | Nottingham Trent University | lavansivakumar.co.uk


https://lavansivakumar.co.uk/

4. Port Number
: 443 - Which service (door) on the server

Common ports:

* 80 - HTTP (default, usually hidden)

* 443 - HTTPS (default, usually hidden)

* 8080 - HTTP alternate (testing/development)
* 3306 - MySQL database

* 22 - SSH (secure shell)

5. Path
/path/page - Specific resource location

Examples:

* /about - About page
* /api/users/123 - User with ID 123
* /images/logo.png - Logo image

Security: Always validate paths! Attackers try path traversal attacks like . . /. ./etc/passwd to access unauthorized
files.

6. Query String
?query=value&page=2 - Parameters and data

Used for:

* Search terms: ?search=cybersecurity
* Filters: ?category=books&sort=price
* Pagination: ?page=3

* Tracking: ?utm_source=twitter

Security: Users can modify query strings! Always validate to prevent SQL injection, XSS, and other attacks.

7. Fragment

#section - Specific section on page

Jumps directly to an element with that ID. Example:

https://example.com/blog#comments

— Scrolls directly to the comments section

Lavan Sivakumar | BSc in Cybersecurity | Nottingham Trent University | lavansivakumar.co.uk


https://lavansivakumar.co.uk/

Part 4: HTTP Messages - How Communication Works

HTTP messages are packets of data exchanged between client (browser) and server. There are two types:

HTTP Request - Client asks server for something

HTTP Response - Server sends answer back

HTTP/1.1 208 OK

Content-Type: application/json

POST /login HTTP/1.1

Content-Length: 56

Date: Wed, 29 Aug 2024 12:09:80 GMT
pe: application/x-www-form-urlencoded

Content-Length: 43

usernane-aleksandragpassword-securepassword

HTTP Message Structure
Every HTTP message has four parts:
1. Start Line - Method/status, URL/status code, HTTP version

2. Headers - Key-value pairs with metadata
3. Empty Line - Separates headers from body
4. Body - Actual data (optional)

HTTP Request Methods

Methods tell the server what action to perform:

GET - Retrieve Data

Fetches data without modifying anything.
GET /api/users/123 HTTP/1.1 Host: example.com

Security: Never put sensitive data (passwords, tokens) in GET URLs-they appear in logs!

POST - Create/Submit Data

Sends data to server (form submissions, file uploads).

POST /api/users HTTP/1.1 Host: example.com Content-Type: application/json { "name" :
"John", "email": "john@example.com" }

Security: Always validate input to prevent SQL injection, XSS, and command injection!

PUT - Update/Replace

Replaces entire resource with new data.

PUT /api/users/123 HTTP/1.1 Host: example.com {"name": "Jane Updated"}

Security: Verify authorization! Users should only update their own resources.
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DELETE - Remove Resource

Deletes specified resource.
DELETE /api/users/123 HTTP/1.1 Host: example.com

Security: Critical! Only authorized users should delete. Consider soft deletes (marking as deleted vs. permanent
removal).

Other HTTP Methods

PATCH - Partial update (only changed fields)

HEAD - Like GET, but only returns headers (no body)
OPTIONS - Shows which methods are allowed
TRACE - Debugging (often disabled for security)

HTTP Status Codes - Server Responses

Status codes tell you if the request succeeded or failed:

1xx - Informational (100-199)

100 Continue - Server received request headers, send body now

2xx - Success (200-299)
200 OK - Request succeeded!

201 Created - New resource created successfully

204 No Content - Success, but no data to return

3xx - Redirection (300-399)

301 Moved Permanently - Resource moved to new URL forever
302 Found - Resource temporarily at different URL
304 Not Modified - Cached version is still valid

4xx - Client Errors (400-499)
400 Bad Request - Malformed request syntax

401 Unauthorized - Authentication required
403 Forbidden - No permission (even with auth)
404 Not Found - Resource doesn't exist

429 Too Many Requests - Rate limit exceeded

5xx - Server Errors (500-599)

500 Internal Server Error - Generic server error
502 Bad Gateway - Invalid response from upstream server
503 Service Unavailable - Server temporarily down

504 Gateway Timeout - Upstream server didn't respond in time
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HTTP Headers - Metadata and Instructions

Headers are key-value pairs providing extra information about requests and responses.

HTTP HTTP
Method Path Version

Host: tryhackme.com

User-Agent: Mozilla/5.0

HTTP .k [* HTTP
Headers Accept. l Values

Accept-Language: en-US,en;q=0.5
Connection: keep-alive

Common Request Headers

Host: tryhackme.com

— Which server to contact

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)

— Browser and OS information

Referer: https://google.com/search?q=example

— Where request came from (previous page)

Cookie: sessionld=abcl123; user=john

— Stored data from server (sessions, preferences)

Content-Type: application/json

— Format of data being sent

Common Response Headers

Date: Fri, 23 Aug2024 10:43:21 GMT

— When response was generated

Content-Type: text/html; charset=utf-8

— Type and encoding of response data

Server: nginx/1.19.0

— Server software (often hidden for security)

Set-Cookie: sessionld=xyz789; HttpOnly; Secure

— Tells browser to store cookie

Cache-Control: max-age=3600

— How long browser can cache response (1 hour)

Location: /new-page

— Redirect destination (used with 3xx codes)
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Request Body Formats

When sending data to the server (POST, PUT), you need to format it properly:

1. URL Encoded (Form Submissions)
Content-Type: application/x-www-form-urlencoded

name=Aleksandra&age=27&country=US

Format: keyl=valuel &key2=value2

Special characters are percent-encoded (spaces become %20)

2. Multipart Form Data (File Uploads)

Content-Type: multipart/form-data; boundary=----WebKitFormBoundary

—————— WebKitFormBoundary Content-Disposition: form-data; name="username" aleksandra ------
WebKitFormBoundary Content-Disposition: form-data; name="file"; filename="photo.jpg" [Binary Data
Here] --—---- WebKitFormBoundary--

Used for uploading files and images

3. JSON (Modern APIs)
Content-Type: application/json

{ "name": "Aleksandra", "age": 27, "country": "US" }

Most popular for REST APIs. Clean, readable, supported everywhere.

4. XML (Legacy Systems)
Content-Type: application/xml

<user> <name>Aleksandra</name> <age>27</age> <country>US</country> </user>

Older format, more verbose. Still used in enterprise systems.

Security Headers - Protecting Your Application

Security headers are your first line of defense against common web attacks. They tell the browser how to behave
securely.

Content-Security-Policy (CSP)

Protects against: Cross-Site Scripting (XSS), code injection

CSP tells browsers which sources are safe to load content from:

Content-Security-Policy: default-src 'self'; script-src 'self' https://cdn.tryhackme.com; style-src
'self’

What this means:
default-src 'self' -Only load content from same domain by default
script-src 'self' https://cdn.tryhackme.com - JavaScript only from our domain and CDN

style-src 'self' -CSS only from our domain

Real-world impact: If attacker injects malicious JavaScript, CSP blocks it from executing!
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Strict-Transport-Security (HSTS)
Protects against: Man-in-the-middle attacks, SSL stripping
Forces browser to ALWAYS use HTTPS:

Strict-Transport-Security: max-age=63072000; includeSubDomains; preload

max-age=63072000 - Remember this for 2 years (in seconds)
includeSubDomains - Apply to all subdomains too

preload - Include in browser's built-in list

Result: Even if user types http://, browser automatically upgrades to https://

X-Content-Type-Options

Protects against: MIME type sniffing attacks

X-Content-Type-Options: nosniff

Prevents browser from guessing content types. Forces it to respect Content-Type header.

Attack scenario: Attacker uploads image.jpg containing JavaScript. Without nosniff, browser might execute it as script!

Referrer-Policy
Protects against: Information leakage via Referer header

Controls what information is sent when clicking links:

Referrer-Policy: no-referrer

— Don't send any referrer information
Referrer-Policy: same-origin

— Only send referrer for links within same site
Referrer-Policy: strict-origin

— Only send origin (domain) for HTTPS—HTTPS
Referrer-Policy: strict-origin-when-cross-origin

— Full URL for same-origin, origin only for cross-origin

Why it matters: Prevents leaking sensitive URLs with session tokens to external sites!

Test Your Security Headers

Use SecurityHeaders.io to scan any website:

https://securityheaders.io/

It grades sites A+ to F based on security header implementation!
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Key Takeaways

Front End:

v HTML structures content (the skeleton)
v CSS styles appearance (the skin)

v JavaScript adds interactivity (the brain)

Back End:

v/ Web servers handle requests and responses
v Databases store and retrieve data

v WAFs filter malicious traffic

URLs:

v Scheme (https://), domain (example.com), path (/page), query (?id=1)
v Always validate user-controllable parts (path, query, fragment)

v Watch for typosquatting in domains

HTTP:

v Methods: GET (read), POST (create), PUT (update), DELETE (remove)
v Status codes: 2xx (success), 4xx (client error), 5xx (server error)
v Headers provide metadata and security controls

Security:

v Always use HTTPS (encryption)

v Implement CSP to prevent XSS

v Enable HSTS to enforce HTTPS

v Validate ALL user inputs

v Use nosniff to prevent MIME confusion

v Configure Referrer-Policy appropriately

Conclusion

Understanding web application fundamentals is crucial for anyone working with modern technology. Whether you're
building applications, securing systems, or simply browsing the web, knowing how URLs work, how HTTP
communicates, and how security headers protect you gives you invaluable insight into the digital world.

These fundamentals form the foundation for:
* Web development and API design
* Security testing and penetration testing

* Network troubleshooting and analysis

* Understanding web vulnerabilities

The web is constantly evolving, with new protocols (HTTP/3), new security measures, and new attack vectors emerging
regularly. But these core concepts-URLs, HTTP methods, status codes, headers, and security principles-remain the
bedrock of web technology.

Master the fundamentals, and you'll be ready for anything the web throws at you! '
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